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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Foreword

This ETSI Guide (EG) has been produced by ETSI Technical Committee Security (SEC), and is now submitted for the ETSI standards Membership Approval Procedure.

Scott’s note:

Well it will be after it’s complete and approved.

1
Scope

The present document provides a guide to the elements required in a generic functional telecommunications architecture to support Lawful Interception (LI) for telecommunications. It therefore identifies essential architectural requirements and the relationship between them for any telecommunications system that hosts an identity that is subject to interception (hereinafter referred to as target). The essential requirements are described in terms of functions or functionality. Where parameters are required to implement these requirements these too are described.
Lawful interception is provisioned by telecommunications systems that host a target in two ways:

· The functionality of the technology independent handover interface;

· The functionality of technology specific internal interfaces to map to the handover interface.

This document is a guide to the use of the technology independent handover interface and provides a series of recommendations to the technology specific internal interfaces. It also provides recommendations against both parts for future work.
The lawful interception function itself is broken into two parts:

1. Interception; and,

2. Handover.
The first of these two parts is technology dependent, the second is technology independent. This document describes in an abstract architecture those functions and their parameters required for any technology to allow interception to be carried out lawfully. This document also describes in an abstract architecture those functions, parameters and protocols required to handover the intercepted material from any technology in a common way.

This document fits within the overall set of LI documents from ETSI as shown below (needs some refinement):
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Figure A: Hierarchical ordering of ETSI LI documents

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

[1]
ETSI ETR 331: "Security Techniques Advisory Group (STAG); Definition of user requirements for lawful interception of telecommunications; Requirements of the law enforcement agencies".

[2]
ETSI ES 201 158: "Telecommunications Security; Lawful Interception (LI); Requirements for network functions".
[3]
ETSI ES 201 671: "Telecommunications security; Lawful Interception (LI); Handover interface for the lawful interception of telecommunications traffic".

[4]
ETSI ETR 332: "Security Techniques Advisory Group (STAG); Security requirements capture".

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [1] and [2] and the following apply:

access provider: access provider provides a user of some network with access from the user's terminal to that network

NOTE 1:
This definition applies specifically for the present document. In a particular case, the access provider and network operator may be a common commercial entity.

NOTE 2:
The definitions from ETR 331 [1] have been expanded to include reference to an access provider, where appropriate.

authorizing authority: authority, such as court of law, that is entitled to authorize lawful interception

(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport information to the LEMF is temporarily unavailable

call: any connection (fixed or temporary) capable of transferring information between two or more users of a telecommunications system. In this context a user may be a person or a machine

content of communication: information exchanged between two or more users of a telecommunications service, excluding intercept related information. This includes information which may, as part of some telecommunications service, be stored by one user for subsequent retrieval by another

Domain Name Server (DNS): network element, which functions as a translator between logical names and network addresses. This type of element is widely used for IP traffic today. It can be anticipated that similar functionality will be introduced also for telephony in the near future

handover interface: physical and logical interface across which the interception measures are requested from an AP/NWO/SvP, and the results of interception are delivered from an AP/NWO/SvP to an LEMF

identity: technical label which may represent the origin or destination of any telecommunications traffic, as a rule clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical access on a case-by-case basis

intercept related information: collection of information or data associated with telecommunication services involving the target identity, specifically call associated information or data (e.g. unsuccessful call attempts), service associated information or data (e.g. service profile management by subscriber) and location information

interception (or lawful interception): action (based on applicable laws and regulations), performed by an AP/NWO/SvP, of making available certain information and providing that information to an LEMF

NOTE 3:
In the present document the term interception is not used to describe the action of observing communications by an LEA (see below).

interception interface: physical and logical locations within the access provider's / network operator's / service provider's telecommunications facilities where access to the content of communication and intercept related information is provided. The interception interface is not necessarily a single, fixed point

interception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to the relevant national laws and regulations

interception subject: person or persons, specified in a lawful authorization, whose telecommunications are to be intercepted

internal intercepting function: point within a network or network element at which the content of communication is made available

internal network interface: network's internal interface between the Internal Intercepting Function and a mediation function

Internet Service Provider (ISP): business entity that offers connectivity to the Internet, primarily for dial-in subscribers. The ISP will generally also provide e-mail facilities and other higher-level Internet services

Law Enforcement Agency (LEA): organization authorized, by a lawful authorization based on a national law, to request interception measures and to receive the results of telecommunications interceptions

Law Enforcement Monitoring Facility (LEMF): law enforcement facility designated as the transmission destination for the results of interception relating to a particular interception subject

lawful authorization: permission granted to an LEA under certain conditions to intercept specified telecommunications and requiring co-operation from a AP/NWO/SvP. Typically this refers to a warrant or order issued by a lawfully authorized body

LEA network: network connections and special protocol functions that are required for delivery of intercept products from a mediation function or delivery function to the LEMF(s). This network is specified by and normally belongs to the LEA domain

location information: information relating to the geographic, physical or logical location of an identity relating to an interception subject

mail server: network element which serves as a 'point of presence' (POP) for receiving and storing and forwarding e‑mail on behalf of a registered mail user on that server. A variant of the mail server is the send mail server (SMTP), which dispatches mail from the user to the e-mail network. The POP usually requires login with a password on the application level, while the SMTP can be used after session or link validation only

mediation function: mechanism which passes information between an access provider or network operator or service provider and a handover interface
network element: component of the network structure, such as a local exchange, higher order switch or service control processor

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals between defined network termination points by wire, by microwave, by optical means or by other electromagnetic means

Open System Interconnect (OSI) model: model with 7 layers for interconnection of network nodes. The model implies that nodes are to communicate on equivalent layers, for instance layer 3 (network) to layer 3, or telephone number to IP-address

Quality of Service: quality specification of a telecommunications channel, system, virtual channel, computer‑telecommunications session, etc. Quality of service may be measured, for example, in terms of signal‑to‑noise ratio, bit error rate, message throughput rate or call blocking probability

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when used under specific operating conditions

result of interception: information relating to a target service, including the content of communication and intercept related information, which is passed by an access provider or network operator or service provider to an LEA. Intercept related information shall be provided whether or not call activity is taking place
service information: Information used by the telecommunications infrastructure in the establishment and operation of a network related service or services. The information may be established by an access provider, network operator, a service provider or a network user
service provider: natural or legal person providing one or more public telecommunications services whose provision consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service provider need not necessarily run his own network

session: period of interaction with an information or communication system during which the user is authenticated and connected to a user identity with certain authorities

target identity: identity associated with a target service (see below) used by the interception subject
target identification: identity which relates to a specific lawful authorization as such. This might be a serial number or similar. It is not related to the denoted interception subject or subjects
target service: telecommunications service associated with an interception subject and usually specified in a lawful authorization for interception

NOTE 4:
There may be more than one target service associated with a single interception subject.

telecommunications: any transfer of signs, signals, writing images, sounds, data or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photo-optical system

telecommunication service provider: can be a network operator, an access provider or a service provider

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in [1] and [2] and the following apply:

AP
Access Provider

ETR
ETSI Technical Report

GSM
Global System for Mobile communications

HI
Handover Interface

IIF
Internal Intercepting Function

IN
Intelligent Network

INI
Internal network interface

IP
Internet Protocol

IRI
Intercept Related Information

ISDN
Integrated Services Digital Network

ISP
Internet Service Provider

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception

MF
Mediation Function

NWO
NetWork Operator

PTN
Public Telephony Network

PTO
Public Telephony Operator

QoS
Quality of Service

SMF
Service Management Function (in IN)

SMS
GSM Short Message Service

SvP
Service Provider

TCP/IP
Transmission Control Protocol/Internet Protocol

TM
Transport Mechanism

NWO/AP/SvP
Telecommunication Service Provider

4
Introduction to LI in ETSI
Lawful interception comprises two (2) parts:

· Interception; and,

· Handover.

Handover in this context is the set of processes by which interception material is given to the LEA at its LEMF. The interface for handover is described in ES 201 671 and is composed of three (3) logical interfaces which may be implemented by a number of physical interfaces.

CLARIFICATION POINT: Is the requirement of LEAs to restrict, by standardisation and conformance, the number of possible physical interfaces to (ideally) one (1) or is it sufficient to define only the logical exchange of data?

Interception in this context is the set of processes that track the activities of a target in a particular environment and record these activities prior to handover. The delay between activity, recording and handover should in all cases be close to zero. In this context recording is a transient activity and does not infer any storage.

CLARIFICATION POINT: It is unclear from the requirements documents (ETR 331 and ES 201 158) if auditing for LI purposes is carried out in the processes related to the handover interface or in the processes related to the interception activity.

RECOMMENDATION 1: 
Audit shall only be required in the handover interface processes.
The provision and definition of LI within telecommunications standards is made with respect to the flows in figure x.
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Figure 1: Method of definition in ETSI LI specifications
The handover of data and media to the LEMF is described by ES 201 671. The form of the description in ES 201 671 is to describe the syntax of the data that is transferred using Abstract Syntax Notation 1 (ASN.1) with a description of the behaviour of the handover in text. Any technology used to build telecommunications systems that in turn need to be able to support an interception capability will map to ES 201 671 by defining technology specific encoding and behaviour mappings to the generic handover interface.
RECOMMENDATION 2:

Augment the behavioural description in ES 201 671 using SDL or equivalent.
ETSI does not specify the operation of the LEMF but in defining the syntax and behaviour for the transfer of interception material any termination of this transfer is required to comply to the syntax and behaviour specified in ES 201 671.

Each technical body in ETSI that is responsible for the elaboration of specifications for technologies, from which it is possible to build telecommunications systems that host a target, is also responsible for the production of a technology specific mapping of syntax and behaviour to meet the requirements established in ES 201 671. If such mappings exist it should not be required for the LEMF as customers of ES 201 671 to make explicit reference to technology specific mappings.
RECOMMENDATION 3:

ETSI TC SEC LI to ensure that ES 201 671 is maintained such that it can be mapped into by specific technology development groups.
RECOMMENDATION 4:

Ensure that ES 201 671 does not define syntax for specific technologies.

Current explicit technology definitions for the lawful interception of targets using GSM (including GPRS in development) and TETRA exist but do not always offer specific mappings to ES 201 671. An implicit mapping for circuit switched voice services over ISDN and PSTN exists as part of the content of ES 201 671.
RECOMMENDATION 5:

Ensure that technology specific LI documents provide explicit mappings to ES 201 671.

5
Service Capability Framework

To provide many services over many technologies where one service may coexist on more than one technology the conventional methods of design, such as used in the ITU 3-stage model (I.130 and I.210) are inadequate. An alternative method is decomposition of a service into constituent elements. The following meanings applied to the terminology used to describe services have been adopted by EP-TIPHON:

Service: a service is a commercial offering to a customer. It comprises functionality - known as a Service Application - set in a business context. The business context is outside of the scope of standards bodies in general (including TIPHON) to consider as it is determined by commercial or political concerns. 

As shown in Figure 2, Service Applications are constructed in a modular fashion from Service Capabilities within the Service Abstraction Layer. 
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Figure 2: Services and Service Capabilities.

Service Application: a Service Application is an integrated set of one or more Service Capabilities. The ability to select and combine Service Capabilities offers a structured, yet flexible, means for creating service applications that:

· are internally coherent and self consistent

· enable the inter-operation of services between different implementations of (TIPHON) systems

· enable inter-working with other systems

· enable service providers to develop differentiated services that inter-work across multiple networks and multiple network technologies.

Service Capability: an indivisible and exclusive set of functionality including the capabilities of users and networks that represent functionality required by either users of the service or for inter-service provider connection.  A Service Capability does not include the definition of communication types (such as voice, video or text) or of communication formats such as specific codecs, since these are examples of attributes of a specific Service Application. A Service Capability must negotiate and manipulate these attributes by incorporating mechanisms, such as the ability to select a particular communication type and associate with it a specific communication format. 

Every Service Capability has an Identifier that enables it to be distinguished from other Service Capabilities. A register of all the current TIPHON Service Capabilities shall be maintained by ETSI. 

An existing Service Capability may be augmented by additional functionality, in which case a new Service Capability is created. Service Capabilities become related to each other when used to design a Service Application, as shown in Figure 3. Service Capabilities do not interact other than through a Service Application. 
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Figure 3: TIPHON Service Capability Framework

Service Capabilities are combined in the definition of Service Applications, which inherit their functionality and attributes. To be TIPHON compliant, TIPHON Service Capabilities may not be supplanted by independently defined Service Capabilities that provide the same functionality. Service Applications may also include additional functions that are not defined by TIPHON. Simple Call is an example of a Service Application. Other Service Applications may be defined using varying combinations of Service Capabilities, including those used to construct the Simple Call Service Application.

For each Service Capability the following aspects are defined:

· Scope: short description of the intention of the capability

· Attributes: relevant parameters that are variable for the purpose of standardisation. This includes parameters that are signalled or set by management processes.

· Normal behaviour: high-level behaviour description in the normal case (i.e. “sunny day”)

· Exceptional behaviour: high-level behaviour description when the normal case can not be met when for instance faults occur or resources can not be acquired.

5.1
Service capability - Lawful Interception access

Scope:

To enable the lawful interception of calls using where the identity of the target is known to a particular Functional Group. This service capability is required of all Network Functional Groups. The means by which the signalling information is sent to a relevant authority and the way in which an intercept of media is effected are outside the scope of this Service Capability. 

Attributes:

There are no attributes related to Lawful interception access

Normal Behaviour:


Where a Network Functional Group is notified that a communications for a given user is to be monitored all the signalling and media is subject to monitoring. The signalling information is made available to the relevant agency.

When a call set-up involving a notified target is received at a Network Functional Group it shall refuse any request to permit a shorter media path which may be requested by other Functional Groups in the call.

Signalling information relating to the call shall include information, e.g. IP address, protocols, port numbers etc., which are valid for the location at which the intercept point is located. If intercept could be effected at more than one place then valid addresses for all places where the Functional Group can provide intercept information shall be provided.

Exceptional behaviour:

None identified

6
Additional Service Capabilities for LI
Scott’s comment:

This section of the document is intended to introduce a purely abstract model of the architecture which can then be mapped to physical elements of an architecture.

6.1
Overview

The internal architecture of a system is determined by the services that are offered. The degree of optimisation of a system depends upon the number of, and relatedness of, the services provided. The architecture of handover is less variable than the systems in which interception takes place.

Working to optimise a system for lawful interception is unlikely to ever take place. This is a conventional business decision for a number of reasons (only major ones shown):

· The level of traffic generated by intercepted targets should always be near zero when compared to the overall traffic generated by users of the system; and,

· There is no profit in optimising for interception if those same optimisations do not also optimise service provision.

However as LI is often a pre-condition of operation in a licensed environment the internal architecture of the system may also be optimised to ensure the provision of the LI capability. The overall architecture of the LI handover interface however should not be affected in a like manner, in other words the handover interface should be insofar as is practical independent of the service being offered by a particular technology.

Services in this context are those offered to customers and may include voice telephony, fax, e-mail. The service being offered may be considered as independent for the purposes of applying an interception capability of the technologies used to offer the service. As an example Voice over Internet Protocol (VoIP) is not expected to be considered as different to Voice over any other network technology.

The functional elements described in table 1 shall exist in one or both of ES 201 671 and the technology specific mappings for LI.
Table 1: Required functions for LI (only)
	Function
	Located in
	Role

	Target verification
(note)
	Technology specific mappings
	To verify that the target is known to the telecommunications system. Invoked by receipt of an interception demand from the LEA/LEMF. Shall return a confirmation to the LEA/LEMF of the availability of the target.

	IRI Delivery
	ES 201 671
	To deliver 

	CC Channel establishment
	ES 201 671
	

	CC Delivery
	ES 201 671
	

	IRI record preparation
	Technology specific mappings

ES 201 671
	

	Media stream delivery
	Technology specific mappings
	

	NOTE:
Initial identification of the target and the determination of ownership of that target by a particular service provider is not described by ETSI’s LI documents.


6.2
Service capability - Target identification
Scope:

For further study.

Attributes:

For further study

Normal Behaviour:


For further study.

Exceptional behaviour:

None identified

	OSI level
	Identities
	Technology
	Comment

	Application
	e-mail address
	Server
	

	
	web address
	Domain name server
	IP Address may also be used

	Presentation
	
	
	

	Session
	ISP customer id
	Server
	User-id at login to ISP service

	Transport
	
	
	The intercepting mechanism is not allowed to request error recovery

	Network
	Telephone number
	Switch
	

	
	IP address
	Router
	Applicable only for permanently assigned IP addresses

	Link
	ATM channel/path 
	ATM switch
	VPN trunk

	Physical
	Trunk id
	
	With advanced equipment it may however be possible to analyze traffic on the physical line to extract higher-order identities


7
Recommendations
The following recommendations for future work are made.

History

	Document history

	V1.0.0
	April 2001
	Initial draft
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